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v Hawa rnaBHan 3a4a4ya — COXPaHHOCTb BalUUX AEHEr U
JINYHbBIX AaHHbIX

v Mbl NOCTOAHHO B10KMPYEM HOBbIE YrPO3bl U UCMNOIb3YEM
Camble COBPEMEHHbIE CPeACcTBa 3aLLUTbI

v' Ho camasn HagéxHaa 3awmra — 37O Balua
0CBeAoOM/NIEHHOCTb, 64UTENbHOCTb U OCTOPOXKHOCTD!

PekomeHpauuun
no 6esonacHoCcTU

Bawla 6e30omnacHOCTb

\\%' CbepbaHi

OHNas 2

3almTTe Ceba U CBOW AeHbrn

Bcé o kubepbesonacHocTH



% CBEPBAHK

Mbl BCcerga Ha CBA3U

CTONKHYNUCbL € MOLIEHHUKaMU? CPOYHO 3BOHUTE:

(F B mo6bunbHOM NpunoKeHUm
° Haxkmunte nKoHKy TeniepoHa B 1€EBOM BEPXHEM YTy

Ha Homep 900

C mobunbHoro Tel'led)OHa, 3BOHKM no Poccum becnnaTtHble

G@ Ha Homep +7 495 500-55-50
ANA 3BOHKOB U3 /11060 TOYKN MMpa, No Tapudam onepatopa

Cnocobbl
obpaTtHOM cBA3MU

Bawla 6e30omnacHOCTb

3almTTe Ceba U CBOW AeHbrn

Bcé o kubepbesonacHocTH



CoobueHune o
MOLLUEeHHUYyecTBe

Bcé o kubepbesonacHocTH

% CBEPBAHK

JNasaute 60poTbcAa
C MOLUEHHUKaMU BMecTe

Bbl CTONKHYANCH C YEM-TO NOA03PUTENBHBIM —
Hanpumep, 06HapyXnnu noaaenbHbIN CauT UK
aKKayHT B couceTsx ¢ norotunom CbepbaHKa?

Nnwn ctanu cBuaetenem AeMCTBUA MOLLEHHUKOB —
Hanpumep, OHWN NoA, BUAOM COTPYAHUKOB NO3BOHUM
BalLMM POACTBEHHUKAM?

Hanuwute Ham, mbl npumem mepbl.

https://www.sberbank.ru/ru/person/dist services/warning/form



https://www.sberbank.ru/ru/person/dist_services/warning/form

MoLwWeHHUKn n
KOpPOHaBUpyc

Bcé o kubepbesonacHocTH

% CBEPBAHK

OCTOPOXKHO: MOLUEHHUKU UCMO/Nb3YIOT
TeMy KOpOHaBUpYCca KaK NPUMaHKY

= Ec/nu BUAUTE B MNOYTE NMMCbMO CO C/IOBOM «KOPOHaBUPYC» B
Teme, 6yabTe OCTOPOXKHbI U HE NepexoauTe No CCbiIKkam —
TaM MOXET OKa3aTbCA CalT-/I0BYLLKA.

" BHMMaTENbHO NPOBEPANTE CCbIZIKM B MUCbME, 0COBEHHO
KOpOTKMne. He ocTtaBnanTe cBOU AaHHbIE HA
NOA03PUTE/IbHbIX CalTax.

= JloBepAnTe TONbKO opnUManbHbIM akKayHTam CbepbaHKa B
couceTax U He coobuwanTte HUKomy naponm ns CMC um
HOMepa KapTbl — MOLWIEHHMKM YacTO NMULWYT OT MMEHMU
CbepbaHKa.




Mpasuna anyHomn
KnbepbesonacHoctu

Bcé o knbepbesonacHoctun

& CBEPBAHK

MpaBuna aAMuHou KnbepbesonacHoCTH

3TK NpoCTble NpPaBUIa AOKEH 3HATb KaXKAblN, KTO HE Xo4eT
6bITb 0OMaHYTbIM U INWINTLCA AEHEr

Y3HanTe 0 pacnpoOCTPaHEHHbIX NPUEMAX 3/1I0YMbILLUNEHHUKOB U
He aanTe nm ceba obmaHyTb
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naBHble npaBuia TNYHOMU
KubepbesonacHocTH

He coo6LaiiTe HUKOMY He nepexoguTe no Wcnoneb3yiiTe ToNbKo
ceou naponwu, MH- n CVV-kogel NoA03pPVTENIbHbIM CCbITKaM: odULNaNbHbIE MPUIOKEHWA
1 Kogbl U3 CMC. [laxke cOTpyAHMKaM MOLUEHHWKW MOTYT 3apa3nTb Balll baHka B App Store, Google Play n

6aHKa KOMNbOTEP WK TenedoH BUPYCOM U1 Microsoft Store

YKpacTb BallW AaHHbIEe

Mpasuna anyHomn
KubepbesonacHocTu .: 600 —
[eJeoXe}

[eJe) v
O a1

Mcnonb3yiiTe aHTUBUPYCHI. Coo6LLMTe 6aHKY 0 CMeHe HoMepa MpoBepaAliTe peKBU3NTLI NEPEBOAOB
MpunoxeHve CoepbaHk OHNalH Ha MOGWIbHOrO: eCTb PUCK, YTO BaLln 1 nnaTexei, KOTOPbIe NPUXOAAT B
Android nMeeT 6ecnnaTHbIA JaHHble nonajyT HoBoMY BnajenbLly CMC oT 6aHka
aHTMBLPYC

Bcé o kubepbesonacHocTH
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OdunumanbHblie Homepa CbepbaHKa

Cb6epbaHk otnpasnsgetr CMC Tonbko _
c Homepos 900 1 9000 © 0

ChepBark nposogwr

C Homepa 9000 6aHK NpoBOAUT CMC-0MpPOC O KayecTse CConpoc o kaecrse
0BCNYXNBAHUA 1 NPOBOANT akKTYann3aLuio AaHHbIX.

CoobLLeHVe MOXET cojepKaTh CCbUIKY Ha nopTtan LeHTpa
HeaBmxmMMocTy CeepbaHka Domclick.ru nnu onpoc CeepbaHka.

Mpasuna anyHomn
KubepbesonacHoctu

an NCNosib30BaHUN 6aHKOMAaTOB

¢ [puKpbIBaliTe KNaBNATYpy PYKOWA, KOTAa BBOAMTE
MWH-koA

¢ He NpuvHMMaiiTe NOMOLLb OT HE3HAKOMLIEB,
HaxoAAcb y 6aHKOMaTa, 1 He coBepluaiiTe onepauunn
noJ AVKTOBKY

e OCMOTpuUTe 6aHKOMAT Mepes UCNoNb30BaHNEM
N y6eamTechb, YTO Ha HEM HET MOA03PUTENbHBIX YCTPOACTB

Bcé o kubepbesonacHocTH



Mpasuna anyHomn
KubepbesonacHoctu

Bcé o kubepbesonacHocTH

% CBEPBAHK

Monb3yurtecb ycnyramm 6aHKka 6e3onacHo

YTo HYXXHO 3HAaTb NP NCNO/TIb30BaAHUN (I)VIHaHCOBbIX cepsnucos

WHTepHeT-0aHK

.ﬂ

BaHkomaTel

[\

TenedoHHbIE MOLLEHHUKM

BaHkoBCkan Ka pTa

Mceenobpokepsl U NCEBAOANNEPSI

Cepenc CMC-baHk

CMC- 1 email-MoLIeHHWNYeCTBO



lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o kubepbesonacHocTH
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Kak 6e30nacHO Nosb30BaTbCA
UHTepHeT-6aHKOM

NHTepHeT-6aHK CbepbaHKk OHNaH — yaobHbI 1 6e3onacHbIf cnocob coBepLuaTb
H6aHKOBCKME onepaunm Ha KomnbtoTepe, 6e3 BU3MTa B 6aHK. YToObI 3aWmuTUTL cebs
OT MOLLEHHMKOB, AOCTAaTOYHO cobatogaTb NPOCTbie NpaBuAa:

(@) Hukomy He coobwaiiTe naponu AnNA Bxoga B

E-@L:l CGep6ank OHNaiH

DNaxe ceoum BrNu3kMm 1 coTpyaHuKam Baxka.

COEQWMHEHKE

Hukorga He BEOAUTE Naponu ANA OTMeHkI
onepauyumn

(06 3TOM MOMYT NONPOCKHTE TONBbKO MOWEHHMEA. Ecnk
Bbl ¢ 3TUM CTONKHYNKWCE, MOKMHETE CaAT M CPOYHO
obpaTtuTece B DaHk

® CrapaiTeck He nonbk3cBaTecA BeG-Bepcuen
CoepbanHk OHNaWH ¢ MobuUneHOro TenedgoHa
@ HawmHoro yaoOHes ncnone3oeats MobunsHoe
MNpUOoKEHUE

® YBeauTeck, 4To agpecHan CTPOKA HAYMHARTCA ©
npedmkca https://
DTD 03HAYAET, YTO YCTAHOBNEHO 3allMUIEHHOE
O
gza



lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o kubepbesonacHocTH

% CBEPBAHK

Kak 6e30nacHO Nosb30BaTbCA
UHTepHeT-6aHKOM

NHTepHeT-6aHK CbepbaHKk OHNaH — yaobHbI 1 6e3onacHbIf cnocob coBepLuaTb
H6aHKOBCKME onepaunm Ha KomnbtoTepe, 6e3 BU3MTa B 6aHK. YToObI 3aWmuTUTL cebs
OT MOLLEHHMKOB, AOCTAaTOYHO cobatogaTb NPOCTbie NpaBuAa:

® HUecnonesynTe TONeKO othUHanNEHBIA CanT
o CHepbank OHNaWH
@ CoxpaHuTe 3TOT agpec B 3aKknaakax
Gpayzepa (NOCMOTPETL NPMMEPE! CAATOB-NOALEN0K
MOHHO HHHE)

MpoeepalTe pekBU2KTEI onepauyn B CMC ¢
OOHOPA30BLIM Naponem oT HoMepa 900

Ecnu pekensvTel He COBNaSarT, TO TakoW Naponk
BEOAMTE HEMbL3A

Henoneayite aHTMBUpYC

PerynAapHo genaiTe NonHyH NPOBEPKY KOMMNbIOTERa
NporpaMMoi-aHTHBMPYCOM. Yo TaHoBUTE
aETOMATWYeCckoe 0DHOBNEeHWE aHTMBMPYCHBIX Dasz 1
ONepauUWoHHOA CUCTEMEI

Ona exopa B Chepbank OHNANH HYXeH TONBKO
NOrMH, NMYHBIA Napons AWM oaHOpazoBeIW u3 CMC
Ecnu Ha calTe zanpawMearoT nobyo gpyryw
NepcoHaNbHYK MHAOPMAaLWKD, HANPUMED, HOMED
DaHKOBCKOW K3pTel MNKM MODUNsHOM TenedioHa,
MOKWHETE C3NT W Cpo4HO obpatuTeck B OaHK



lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o kubepbesonacHocTH
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KaK pacno3HaTtb caut-«noanenky»?

Mop paAnUYHEIMA NPeANOoramA
3aNPalUWBABTCA HOMBRD
moBuneHoM TenetoHa

Onepauma MOWET NPOBOAMTLCH

B HE3ALLMLLEHHOM DEXGME (MKOHKN ANpeC MOXET He COBNaAaTE

Gpaysepa, yrascisatowme Ha paboty ¢ ovumansHsMK agpecami «GBepGani
B 38WMLLSHHOM PENUME, HB BKTUBHbI) Ownaiine (online.sberbank.ru)

MaryT orcyrcTeoBaTs unu Gers
HBAKTHUBHLIMK CObINKA HA HEKOTOpLIE
pasfentl caiTa, HanpUMep No Mepam
GopLOil C MOLLIBHHUMECTBOM

PaxBuaHTEI, HOMBDA KOHTAKTHLDX
TenedoHOB MOTYT HE COBNagaTL
© oMyHanbHLIMIA:
+7 (495) 500 55 50

8 (800) 555 55 50

Toa pasnuyHLIMK NPEANCraMK
sanpawnsaerca CMC-xog no onepatym
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Mpumepbl PULWLMHIrOBbIX CAUTOB

I-I pa Buna non b30 Ba H Mﬂ | /(M‘mgmw.: +7 OﬁDaMaMMaHna-muenmomrmewwmﬁeswﬁ . g
- r— )
WHTEepHeT-6aHKOM S S

=5
pbank ORN@iH»
s

Meps: G230nacHOCTH NP WCNOMS I0BAHIN CUETEME! "CHepBanx Onll
O pHCKax NP AUe TAHLNOHHoM BanKkosckom oGCmysuEanim

B oucteme «COeplank OHNGSitns Bul wowate CROHMN | KEpTaMN, W ADYTAME . Takwe "
nepesons yapes Matepwet Ans goctyna & cucteny Bam weol NOMy4nT nonk M naponk. Bw MowETe 310 cognate 2
cnocofant
® CNOMONLY SaHKORCKOR KapTH Yepes yCTpoRcTES C 3 Poccum (concos veIpoicTe);
& CNoMowsK eMofunuioro Gakkas. ornpasms SMS-coobuemue Ha HoMep 900 (MNK Ha womepa +7 826 2000 900, «7 916 572 3900) ¢ rexcrom. Parol xooo
(rag oo - ROCHERHNE 5 udp Homepa Bawed kapTel). B pedynuTate Bam npraet napons & SMS Hanes n no &
Kowtatiora uentpa Cleplanna Pocoan =7 (405) 500 5550, B 800 555 5550 w nonywaTe WAeHTHDMKSTOD NOMLI0SITENA L
OnA Tore wTodil 3a0TH B CMCTEMY < COeplank ORNGEAN & i PERUME, ¥ Hulit gorosop O
ofic mado B OTREneHm C Pocom

B uensmx Se3onacHors wenofb3osanin yenytn «ClepBane Onl@ans Exon MoxeT QONONHMTENLHO NOATEPHAATECR GAHOPAI0EMM Napones. JnA Tor
uTofil ROAYYHTE OZHOP2I0BEI NEPONL.

- p afiTe ueK C wepes b " Tep! o Pocchn ¢ Bannoscxod kapTel. OOuH vex cogeprut 20 0aHOPaX0ELX
napone;

® NPW EXDAS @ CHCTEMY Ha KHONKY «SHIS s 1t Bl nonywnre SMS-coofienne © naponam. 6cni Bul nOQKNIDYEHL! K yonyre
Mofiunosi Samk

Ecni B 330600 wnit ROTEPANK MOEHTHHKITOP NONL3ICEATENA 1 NAPONK, To Bul MOMETE NOMYMNTE HOBKE SHANOMUHEM 0Bpaz0M (NpexXHue NAaponi i

Bcé o kubepbesonacHocTH
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Mpumepbl PULWLMHIrOBbIX CAUTOB

* Swexc-§. —— o =D B o eglema - 3 7 W &
i olpmwor | ol @ e e = ] BecnaTien nowra hotmad B8] ¢ s g
@hitpflsbit nod netfeschent] JogonfLogon aspdact... | |

@ CGepGG@

CbepbaHk OHJI@HH —

lNpaBuna nonb3oBaHUA

[IPOCTO, 6BICTPO, 6€30I1aCHO!
WHTEepHeT-6aHKOM

HOBOCTM onﬂ Ha NINYHYI0 CTPaHULYY .h'.mr. BOWTH B

Pewotiergaumni no wHopaumonHon GeaonacnocTi CHopBanx OHMEAM

07 HonBpa 2011
BHUMAHMIO KNTMEHTOB
DANBHEBOC TOYHOTO
BAHKA!

B tBR3 ¢ NpoBeneHIEm
nnakossx paboT ¢ 15.00 08 Maentudukatop nonbiosatens

HoRbpa ao 0200 09 HoRbps
{BpemA Mockoackoe), ne Byqer |
ACCTYTHO FAUEHIE KPEQUTOB

no sceny TB. Mapone:

25 cenmadpa 2011
BHUMAHMWE KNWEHTOB
CEBEPO-KABKA3CKOMo

EAHKA
Hawinas ¢ 25 cenTatips 2011 AANEE

r (B HecKkonsko aTanoe} Gydet

npowIGeqeH Nepeson

KIHEHTOB Ha DGHOBNEHHYD

BepCIND cucTens Coepbar -

Bcé o kubepbesonacHocTH



lNpaBuna nonb3oBaHUA
WHTEepHeT-6aHKOM

Bcé o kubepbesonacHocTH

% CBEPBAHK

Mpumepbl PULWLMHIrOBbIX CAUTOB

* Sumexc ’ﬂ_- e O Y '!’E;!’é- d . Wklm.ﬂl Meccns o +1 {95 [Euso 3085 - B 4169 -
@) et st inock et fesChenty_LogonfLogon aspsTRe... i 2 — -+ Crpaens e Bexesoucrs s Copoc = e

C6epbaHK OHH@HH —

npoc:’ro 65ICTpPO, 6e3011acHO!

3anpoc Homepa MOBHNLHOTO TenedoHa Co CCLINKOV Ha oWMBKY AocTaBkM SMS u
0 NOAKMIONTS yenyry MoBuneHbiit Gank — Bank we sanpawmsaer

Mrmum NePCoHanbHYI0 MHGOPMaLMIo ANs BXOAA B
HOBOCTU TMHHBIN KaBuHeT

S TORITIOTE R
07 A6 2011
BHUMAHWIO KNUEHTOB [Ons Toro, wToBs sonTk 8 ClepSark OHIN@iMy, nognioupd yenyry shMoBnnsxsil Baxxs
BANLHEBOC TOUHOTO
BAHKA!
B caran ¢ npoBefemaien

nnasosesix pabor ¢ 1500 08
HoRGpA Ao 02 00 09 HorGpA
(spenma Mockoackoe), He Byn.er

NocTonsn SMS e Bomormes. Kagma, 1o xoToDon G 0TI Tnes BXo 6 CHe Tey, He
nogxnues K yenye Mot Gaee Yoy npenocraunsercs Secniamio

Beegure Homep Tenepona:

7

Hawman ¢ 25 centabps &0

7 (B MecxonuKo 3TaN0B) GyneT
NpouJeeeH nepesos
KONEHTOS Ha DBHOBNENMIYI0
upmno cucTems: CHepbank

L O wasadt saneus
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Mpumepbl PULWLMHIrOBbIX CAUTOB

*,' L\'] CbepbaHk OHJI@HH —

IIPOCTO, 6BICTPO, 6e30macHO!

HOBOCTH Bxog Ha nuyHyto cTpaHuly
lNMpasuna nonb3oBaHUA e . R

&:ﬁmm 1. na exona 8 COepban OuM@in cHCTEM3 HIKOINA HE JANPALNEST HOMED KDEOWTHON KapTsl W ADYTG
WHTEepHeT-6aHKOM Do : e |

CUWNH.RMDW 3aNPAWNESTE NAPONN NA OTMEKL! eNepawwil 8 CHepGank OHNGM 8 cenu ©
NPOBELEHIE TEXAIIECRNI PABOT Ha CTOPORE LINEPSTOpa LEAIN

3. [na toro yTolsl OTMERUTS oumo% 0n8PAYND BBBLHTE SMS-naponks B NONE i HAWMUTE KHONKY
EHNTE |, @CNW TEXCT CO! [EHWR COOEPHT HERRDHBIE DRKBAINTH NEDEE0OS

aexatpA go 02:00 07
Bexalbps (epema
Mocxkosckoe), we Gyner
BOCTYTIHG FAWEHIE KPEOWTOR
nio scemy TE.

08 Hombps 2011
BHUMAHMWE KNHEHTOB
CEBEPO-KABKA3CKOrO
BAHKA

Hawnnan ¢ 08 woalipa 20111
(8 HecKonbEo 3ance) Gynet
NPOHIBEDEH NEREEOD
KIHEWTOR W3 DOHOENEHH
£2pCNI0 CHCTeMb Chepianx
OHN@GHH. B HOBOIA BEpCHN
cucTmi Bam GyayT mocTymHbl
AONOMHUTE MsHBIE HyHKUN,
HOBLIE NONYNETENN
nnarexed, a Tacke
ofnoeneHsLil nuTepdeRc C
Gones nogpotkol

Bcé o kubepbesonacHocTH
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Kak MoOLWeHHUKU KpaayT AeHbru €
nomouubio puwinHra. Cxema 1

® %—07
@OO-@°@®

16

npaBMna Nno/ib30BaHUA Knaccmnyeckas cxema MolLLUeHHKYecTBa

WHTEepHeT-6aHKOM

Bcé o kubepbesonacHocTH

DUWWMHIOBEIA calT

3N0OYMBILLNEHHWE HA Pa3nNW4YHbX pecypcax

OT COUMANEHEIX CETER W 3NEKTPOHHOI NOYTLI

[0 00BINHBIX HOBOCTHBIX CalToB — 3acTaenseT Bac
HaKaTb Ha CCbInKy, BeAyLLyH Ha (PULLIWHIOBLIR calT.

Bl nepexoguTe Ha NOAAENEHBIA CAIAT, KOTOPLIA KONWpyeT
O13aiiH U coaep#aHWe M3BeCcTHOrD canTa.

OpxopasoBeii SMS-napones

3noyMBILLNEHHUKY HYKHO Y3HaTL ¥ Bac ooHopasosbii
SMS-naponk 4nA npoBefeHwa onepauyun, Kak npasuno,
MOLLEHHKMK 3BOHUT Bam Ha Tenedpod M npeacTaenaeTca
COTPYAHKMKOM BaHKa W npocbDamu UNK yrposamu
3aCTaBNAET NPOAMKTOBaTL emy Balw ogHopasosbli
napons.

Me pPCcoOHanbHEIe gaHHEBIE

Ha noggensHom caite Bac MoryT nonpocHTb BBECTH
MAEHTMMEATOPEl M N3ponK, MoBUNbHEIR TenedoH

W Apyrve NepcoHanbHele aHHble, Heobxoaumble
MOLUEHHKMKam Ana obmana. [AnA 3alMTel 0T MOLWEHHHWKOB
B «Chepbank OHnaiH» npegycMoTpEHO NoOATEED#OEHWE
(hMHAHCOBLIX ONepayuil 0OHOPA30BLIM Naponem,
KOTOPEII OTNPaBNAeTCA BMeCTe C PEKBM3UTaMIU Camoit
onepayuy. HeoBxoaumMocTe NOATBEPKAEHWA ONepaLum
0AHOpa30BbiM Naponem oTobpaxaeTca B «Coepbank
OHNafH®» NpW CoBEPLUEHMW onepauMu.

He pasrnawaiTe HUKOMy oQHOPA30BEIA Naponk

[Mo3ToMY OAHOPA30BLIA MAPONb 3TO O4eHb KPUTUYHLIR
3MEMEHT Ge30NACHOCTH — €0 HEMb3A HUKOMY
pa3rnalaTte M HW B KOEM CITyYae HEMb3A BEOAWTh, ECTH
nony4exHsle 8 SMS-coobLWeHMN PEKBU3UTLI OTHOCATCH
K onepaumu, KoTopyt Bel He coBeplianu.
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Kak MOLWEeHHNKU KpaayT AeHbru C
nomouwibto puwimnHra. Cxema 2

@
(D@ ® o-(&)

lNpaBuna nonb3oBaHUA @
WHTEepHeT-6aHKOM

Ana MOBWNBHBIX YCTPOIACTB

Bcé o kubepbesonacHocTH

Bupyc

BupycHoe nporpamMMHoe obecnedeHune (BUpYC) 3apakasT
MOBKWNBHOE YCTPOMCTBO KNMEHTa.

Ha nogoeneHom canTe

Ha nognensHom caiTe MoryT NPeanoXuTe BBECTH MOTUH
1 Naponb oT NMYHOro KabuHeTa, NPOATH CoUManbHbIA
onpoc, CKa4aTk aHTMBWPYC WK HOBOE NPUNOKEHWe

oT Cbepbanka.

Cait — noBywka

[Mpw NONBITKE KNMEHTa OTKPLITE C MOBMABHOTD
YyCTPOWCTBA CalT DaHKa, BUPYC NepeHanpasnaeT KnueHTa
Ha cneuWanbHbli CaRT-NOBYLIKY, MMUTUPYHOLLWA CalT
CoepbaHka.

Bupyc caMocToRTensHO Nony4aeT U Nepeckinaet
SMS-naponu

Mocne ycTaHoBKW BUPYC CaMOCTOATENBHO OT MMEHH
KMMEHTA NOMYyYaeT M NepeckiNaeT 3NoYMBILLNEHHUKAM
SMS-naponu gnA Bxoga v NOATEEPHKAEHUA
MOLUEHHUYECKUX onepauui B CHepbank OHNaiH.



lNpaBuna nonb3oBaHUA
MOb6UNbHBbIM
npuaoXKeHnem

Bcé o kubepbesonacHocTH
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Kak 6e30nacHO Nos1b30BaTbCA
MOBUIbHBIM NPUNOKEHNEM

MobunbHoe npunoxeHne CoepbaHk OHNaH — ya06HbIN U
6e3onacHbIn cnocob ynpaBnATb CBOMMU PUHAHCAMKM HA cMapTdOHe. Mbl
Aenaem BCE, 4Tobbl N0N1b30BaTbCA UM OblN0O Be30nNacHO: Hanpumep, B
Hale npunoXxeHue Ha nnatpopme Android yKe BCTPOEH aHTUBUPYC.
Tem He meHee, NpPocMMm Bac cobatoaaTtb NPOCTble NpaBMAa:

HHKOI\"I)|I HE MBOPKWTE Napone ANA BXC4d B mMobuneHoe
npunNoxeHue

[pK yeTaHOBKE Ha CMapTdoH NHOLIX NPUNOKEHWA
obpalyaiTe BHUMAHWE Ha NOMHOMOYMA, KOTOPbIE OHK
3anpawusatoT. byasTe ocobeHHO 0CTOPOKHBI, eCnK
NPUNoKEHWe NPOCKT NPaBa Ha YTeHWe afpecHon
kHuru, otnpaeky CMC-coolweHmni u gocTyn K
WHTEPHETY — OHO MOKET ObIT ONacHEBIM, MyYlle He
yCTaHaenueanTe ero.

OTKNIOMMTE B HAacTpokkax Bawera iPhone
BO3MOMHOCTb MCMNOMNb30BaTh rONOCOBOE yNpagneHue
Siri npu 3adnokMpoBaHHoM 3kpaHe (HacTpoikn — Siri
— HocTyn ¢ BNOKMPOBKOM 3KpaHa).

®

®

WMcnone3yiTe Toneko ohuuMankeHble NPUNCHEHUA
Banka ana Android, iPhone, iPad u Windows Phone

He ycTaHasnueaiTe NpUNaKEHWA NO CobINKam
13 CMC-cooBLyeHMi MNK 3NeKTPOHHOR NOMTLI, Aaxe
ecnu B CO0DLEHWH YTEBEPHAAETCH, YTO OHO M3 DaHka.

He MogudMUuMpynTe onepauMoHHyD cCUCTeMY
TenedhoHa (Hanpumep, ¢ NOMOLb DKennopeiika).
HecankuymoHMpoBaHHaa MogMdUKaLMa oTKMIoNaeT
33LMTHEIE MEXAHU3MEI, 3AMOMEHHbIE
NpoM3BoaMTENEM, W Bal TenedoH CTaHOBWTCA
YAIBUMEIM K 32PaHEHMI0 BUPYCHEIMK NPOrpammManmi.
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Kak 6e30nacHO Nos1b30BaTbCA
cepsucom CMC-6aHK

Cepsuc CMC-6aHK — 370 cnocob nonydyaTtb 6aHKoBCKUe ycayru ¢ nomoulbio CMC-
coobuweHunn yepes Homep 900, USSD-3anpocos, a Takxe Push-yBegomneHuii (npu
Hannumm MobunbHoro npunoxkeHuns CoepbaHk OHnaliH). CepBuc AaéT
BO3MOXHOCTb O0TNpaBasaTb 6aHkKy CMC-nopyyeHns Ha Homep 900 — Hanpumep,
KOMaHAbl Ha COBepLLUEHME NepeBoga U MHoroe apyroe. YTobbl Nonb30BaTbCA
cepBucom 6e3 onaceHui, cobntoganTe NpocTble NpaBuna:

YcTaHOBUTE CNOXHEIA Naponk Ha TenedoHe (@) Ecnu BBl cMeHWMNM HoMep MoBuneHoro TenedoHa
n pa B MI'I a n on b3o Ba H M ﬂ WHave moweHHuKam ByaeT npowe gobparteca o E,—,. OTKNHYUTE CMC-DaHk Bel cmoxeTe B MobunbHoM
BalUWMX AeHer -d npunoxerun «CoepbaHk OHnaiH» unu bBankomare.

cepsucom CMC-6aHK

W nonpocuTte BpemeHHo 3abnokvposaTe CMC-BaHk. [axe ecny Bac NpocAT 0 3ToM NOAM, KOTOpLIE
3atem 3a0nokupyiRTe CBOK CUM-KAPTY Y COTOBOTD NpeacTaBMNUCh «COTPYOHUKaMK BaHka».

Ecnw notepAnu TenedoH, obpaTtuteck B BaHK @ He nogknioyaiite kK CMC-6aHKky vyxue TenedoHbl

@ ®®

onepatopa.

Ecnw Bgpyr nepectana paboTtaTe cMM-KapTa, ® OTkno4uTe B HacTpolkax iPhone ronocoeoe
NoSBOHWUTE CBOEMY ONepaTopy CBA3M M BEIACHUTE @ ynpasneHue Siri npn 3abnokupoBaHHOM 3KpaHe
APUYUHY Kak oTkniodumTe: HacTpoiku — Siri — Siri ¢

BosmoxHo, BAC aTaKyoT MOLLEHHWKN BnokMpoBKOM 3KpaHa

Korga Badk BMAMT NOA4O3PUTENEHBIE ONEPaLMK OT BalLEro MMEHW, OH MOKET No CBOe MHULMaTHBE BpeMeHHo 3abnokuposaTts
foctyn Kk cepeucam CMC-Bank n Cdepdadk OHnard. Ecnv onepaumu coeepliany Bbl, Ana BeicTporo so3obHoBNEHMA gocTyna
MNO3BOHWTE, NOMANYACTA, B KOHTAKTHEIA UeHTp Chbepbanka no Homepy 900 (¢ mobBunbHoro TenedoHa, 3B0HOK Ha TEPPUTOPHK
Poccun BecnnaTHbli).

>

Bcé o kubepbesonacHocTH



lNpaBuna nonb3oBaHUA
6aHKOMaTamm
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Kak 6e30nacHO No/s1b30BaTbCA
6aHKOMAaTaMM

an NCNO/Ib30BaHMMN BAHKOMATOB MOMHMUTE O NPOCTbIX MpaBUnax 6e3onacHocCTuU:

Mpu Habope MNMWH-koga NpUKpPEIBaAATE KNABUATYPY
pykoW. Ecnv BoKpyT HET Nogen — 370 elye He
03Ha4aeT, 4TO MOLLEHHWKW 33 BaMK He HabmaaoT.

Ecnu Ha Bxoge B nomelleHue ¢ BaHKOMaToM
YCTaHOBMNEHO YCTPOWUCTBO, KoTopoe TpebGyer MUH-
Kog BalWeW KapTel, He ssoaunTe NMUH 1 He BXoauTe
TyAa.

He npuHUMaiTe NoMollLE OT He3HAKOMLUEB.
Haxonace y DaHkomMaTa, He NpUciyLwWMBanTech

K COBETAM HEZHAKOMBIX NHOLAEN M He MPUHWMaNTE

WX nomoLs. Ecnu Bam Hyx#Ha noMmolys, obpatnTecs K
COTpYAHKKY BaHKa MMM NO3BOHUTE B KOHTAKTHEINA
ueHTp Baxka no Homepy 300 (3BOHOK ¢ MOBMNBHOID
TenedyoHa Ha TeppuTopuKk Poccikmn BecnnaTtHeln).

@
E

#

Ho

OtpasaiTe npegnoyTeHMe GaHKoMaTamMm,
YCTAHOBMEHHbIM B 3alULeHHBIX

MecTax (Hanpumep, B rocyypexieHnax, oducax
DaHKOE, KpYNHBIX TOPTOBBIX LIEHTPaX).

He ncnonesyinTe GaHKOMaT B NPUCYTCTEHUM
noAo3pHUTenkeHEIX NUU. [Nogo#auTe, NOKa OHK
PazolayTCA, MNKM BOCNONb3YHATECh APYIMM
DaHKomaTom

OcmoTpuTe GaHKOMAT nepeq UCNoNb3oBaHUEM.
YBeauTeck, YT HA KNABWATYPE W B MecTe ANA npuema
KapT HET DONONHMTENbHBIX yeTpoicTe. Obpawante
BHWMEHWE Ha HEWCNPABHOCTW W NOBPEXAEHNA —
HanpuMep, Ha HEPOBHO YCTAHOBNEHHYIO KNABWATYPY.
Ecnw 4To-To BeI3BANO NOAO3PEHWA, HE NONb3YATECH
3TUM GaHKoMaToM.

MNepea ucnoneaoeaHueM 6aHKkoMaTa yGeguTeck, YTO BCE ONEPALMN, COBEPLUAEMbIE NPEALIAYLIWM KITHEHTOM, 3aBEPLIEHbL.
Ecnu y Bac BO3IHUKAKT COMHEHWA, HEXKMMTE KHOMKY «OTMeHa».

He ucnonesyiTe HemcnpagHelin GaHkomat. Ecnm BasKoMaT 3aBMCAET, CAMONPOM3BONEHO NEPE3arPYKasTCA UMW Ha 3KpaHe
NOABNAKTCA NOA03PUTENEHEIE M300PaKEHMA — He NoNbayATECE MM, OTMEHUTE TEKYLLYH ONepaUMi, HEKAE KHOMKY «OTMeHas,

W OOROWTECE BOIBPATA KapPThl.

Ecnu GaHKkomaT He BO3BpaLLAST KapTy, No3BoHUTE Ha Homep 900 unu no TenedioHy, ykasaHHamMy Ha DaHkomare. He oTxogwTe oT
DaHKomaTa, NoKa He BeINCMHWTE PEKOMEHAALWKM COTPYAHKKA GaHka.
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Kak 6e30nacHO Nosb30BaTbCA
6aHKOBCKOUN KapTou

BaHKOBCKan KapTa — K4 AOCTyNa K BalweMy cyeTy. OTHOCUTECH K HEl TaK e
H6epeXkHo, Kak K HannyHbIM. YTobbl 06e30nacuTb ceba OT MOLEHHUKOB, cneaymnTe
NPOCTbIM PEKOMEHAALMAM:

@
@ Hukomy He nepeaaBaiTe KapTy

©
XpaHuTe KapTy B MecTe, HEQOCTYMHOM ANA
MOCTOPOHHKUX

Hukomy He roBopuTe U He 3anuckiBaiite ceol MNWH-kon

He eeogvTe MWH-KoQ HUrAe B MHTEpHETE

Ao (@9

lNpaBuna nonb3oBaHUA
6aHKOBCKOM KapToM

Kak o6e30MacuTb CBO KapTy

(O] He ocTaenaiTe kapty 6e3 npucMoTpa U He ® Ecnu Bbl NOTEPANK KapPTy UMK NOAO3PEEAETE, HTO BaL
@ nepefasaiTe HUKOMY — HI OPULMAHTAM, HU @ CYBT ATaKYIT MOLLEHHWKM, CPOYHO e& 3abnokupyiite.
KOMNeram, H1 poACTESHHUEAM. [eTam MOMHOo [nAa 3TOro NO3BOHUTE B KOHTAKTHBIA LeHTp CbepbaHka
0pOpPMHMTE JAONONHUTENLHYIO KAPTY K POAMTENLCKON, 3 Ha Homep 900 ¢ moBunbHoro TenedroHa (3BOHOK B
B3pOchble MOMYT OTKPLITE CBOK COOCTBEHHYIO KapTy. Poccum BecnnatHeid). Mnu 3aiguTte B mHTepHeT-0aHK

unu mobunsHoe npunoxedue Coepbank OHnaitn —
HAAAHMTE HYHYID KapTY WM HEKMKUTE € 330N0KMpOBaTL®.

® He coeepLuaiiTe nokynku ¢ obLLenocTYNHEIX [©] BriBupaiiTe ANA NOKYNOK TONBKO T MHTEPHET-
ﬁ KOMMbIOTEPOB MW ¢ UCMoNb3oBaHWen BecnnaTHoro @ MarasuHbl, B KOTOPLIX Bbl TOMHO YBEPEHbI.
Wi-Fi — MOLIEHHMEM MOTYT YKPACTe A3HHbIE BALLER
KapThl.

MpaBooXpakuTENbHLIE OPraHel B NepByw odepens ByayT
NpoBePATL BNAaAensLUa KapTel Ha NPUMYAcTHOCTh
K NPECTYNNEHMO.

® He cornawaiTech Ha NPesnoKeHUA KyNUTb BaLly KapTy
@ — €& MOTYT MCMOMb30EaTh B MOLUEHHMHEC KMX LIENAX.

Bcé o kubepbesonacHocTH
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Kak 6e30nacHO Nosb30BaTbCA
6aHKOBCKOUN KapTou

BaHKOBCKan KapTa — K4 AOCTyNa K BalweMy cyeTy. OTHOCUTECH K HEl TaK e
H6epeXkHo, Kak K HannyHbIM. YTobbl 06e30nacuTb ceba OT MOLEHHUKOB, cneaymnTe
NPOCTbIM PEKOMEHAALMAM:

Kak o6ezonacnte MAH-koa

@

b

He szanuceisaiTe MWH-kon Ha Bymare, Ha camoi
GaHKOBCKOI KapTe, B TenedoHe UK KOMNbIOTEPE —
NPOCTO 3aN0OMHMTE ero.

Hukomy He coobwaiite MNMAH-kog. Jaxe poacTEEHHUKaM
W COTPYyOHWEKaM BaHka.

Kak KOHTPONMPOBATb onepaunii no KapTam

MNogkniouuTe YEEOOMNEHWA NO KAPTE — BaM Ha
TenedoH OyayT NPUXOAMTE ONOBELUEHWA O KO0
onepaumu. Ecnu Bel BOBPEMA OTCNEAUTE NOKYMKY UMK
NepeBoj, KOTOPLIE Bbl HE COBEPLUANM, BEPHYTL AEHBIM
Gyner nerye.

CoxpaHANTe YeKK NOCNe ONNaTsl U KapTol, 1
HanU4HbLIMK, ECNK NEPEOHa4aNnbHO onnara no KapTe W3-
3a cOoes He npowna.

©

®

Mepuoguyeckl MeHanTe NMUH-kog — npumMepHo pas B
3 mecaua. Ana sToro B BaHkomarte wnK ycTpoiicTee
camoobcny#meanua CbepbaHka 3aiiguTe B pasgen
«TNYHEIR KAOWHET, MHPOPMALWA U CEPBUCY W
BblGepuTe NyHKT «CvennTe MAH-kog».

PerynapHo npoBepaiTe BINUCKKU ¢ BAHKOBCKUX
CHETOE M KEMTaHLMK O MOKynKax, 4Todbl ybeautben,
YTO € BaLWMMK ONepaluamMin ECE B Nopaake.
CoobwadTte B BaHk 0 NOLIX HECOOTBETCTEHMAX.
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Kak obe3onacutb ceba ot CMC u email
MOLUeHHUYecTBa

MoweHHUKM perynapHo paccblinatoT CMC 1 aneKTPOHHbIe NUCbMa,
3aMacKMpoBaHHble Nog coobuieHns oT baHKa. Nx uenb — noay4yntb 40CTynN K
BalLeMy CYETY U YKPACTb AeHbrU. [T0STOMY Ba*KHO yMeTb OTAMYaTbh oduumanbHbie
coobueHma 6aHKa OT NMCEM MOLLEHHUKOB.

Ba)kHO 3HaTL

CMC n email
@] CoTpyAHWKKM BaHKa HUKOrga He NPOCAT KNMeHTOB ® C6epbGaHk He oTnpaBnAeT cooblweHMA ¢ dhopMoi oNR
MO Ll e H H M l"l ECTBO @ Ha3BaTbk KOH(MAEHUNaNEHEIe CBEAeHUA (MOonHEIN @ EBOa BalUX NepPCOHANEBHLIX AHHEIX

Homep kapTel, PIN- n CVC-kogk!l v T.N.) 1 He TpedyioT
COBEpLUATL SKTUBHEIE onepauuK ¢ KapTamu

@] CBepGaHK He oTnpaenAeT ¢cooblWeHMA ¢ NpockBoi @ CGepGaHK He NpocKT 3aWTU B CBepBaHk OHNaiH
@ noaTsepAvTb, 0OHOBUTE MUNKU NPedoCTaBUTE @ No cchiNke U3 NUCbMA

nepcoHanbHele OaHHEIE

©
Mpu NOBLIX COMHEHWAX 3BOHUTE B KOHTAKTHEIA LeHTp COepBaHka Ha Homep 900
(¢ MoBuneHoOro TenedtoHa) MNKW Ha HOMEep, YKa3aHHEIA Ha oDpaTHOM CTOPCHE KapTel

Bcé o kubepbesonacHocTH
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NMpumepbl moweHHU4Yeckux nucem n CMC

CMC «Bawa KapTta 3aba10KupoBaHa»

Bbl nonydnnmn CMC npumepHO TaKoro cogepaHua: «Bawa KapTa
3abnokmpoBaHa» nnu «lo Bawewn KapTe npoBegeHa onepauma Ha
cymmy N pybnein». TeKcT cogepKnT Homep TeniepoHa U NPU3bIB
CPOYHO NO HeMy NO3BOHUTL. Koraa Bbl nepe3BaHMBaeTe, Bam
OTBEYAET MOLUEHHMK, KOTOPbIM NPeACTaBAAETCA BAM COTPYAHUKOM
6aHKa — Hanpumep, cny*Kbbl 6€30NaCHOCTU UM TEXHUYECKOMN
noanep*KKu. Bac npocaT npeaoctasuTb MHPOPMALMUIO NAN CPOYHO
COBEPLUMTb KaKMe-To 4eNCTBUA — Hanpumep, pa3baokmpoBaTb KapTy
NN OTMEHUTb Onepaumio.

MoLwWweHHMKM NoNbITAKTCA NOA, PAa3/IMYHbIMU NpeasioraMmm NONYYUTb Y
BaC KOHOUAEHUMANbHbIE AaHHbIE: NO/HbIM HOMep KapTbl, NMUH-Kog,
CVV, CVC-Koga, CpOK AencTemaA, Man NonpocaTt NogonTn K baHKomaTty
UNn TEPMUHANY U BBECTU Koa, — byaTto bbl na pa3bioKMPOBKM KapTbl
MW OTMeHbl NaaTeXxa. OTU AaHHble MOWEHHUKN UCNONb3YIOT OJ/1A4
KpaXXu AeHer, NOKYMNOK U NepeBoaoB C Ballero CYeTa.



\‘t/\fj CBEPBAHK

NMpumepbl moweHHU4Yeckux nucem n CMC

dNeKTpPoOHHOEe NUCcbMo oT umeHu CbepbaHKa

Bam npuxoauT afIeKTPOHHOE NMCbMO iKobbl oT CobepbaHkKa,
3aMacKUpoBaHHOeE nog opumumanbHOe NUCbMO. MOLLEHHNKH
TpebytoT OT Bac bbICTPbIX AENCTBUIMA NN HEMEANEHHOTO
oTBeTa. 4acTo OTNpaBUTENN TaKMUX MUCEM XOTAT HanyraTb Bac
(«CoobLeHne 06 yBenmyeHmnmn 3a401KEHHOCTUY, «Baw cyéT
3a610KMpPOBaH») NN COOBLAOT O KAKOM-TO BbIUTPbILLE.
[McbMma MOryT coaeprKaTb B/IOXKEHUA, NPOCbOY YTOUYHUTD
PEKBU3UTbI KapTbl, COOYHO MO3BOHUTbL MO YKa3aHHOMY B
nMcbme Homepy TesiedoHa UM NEPENTU No cCblaike. Aapec
canTa 06bI4HO NOXOXK Ha opMLMaNbHbIE aApeca CanToB
CbepbaHKa. byabTe OCTOPOXKHbIMU C TAKMMUM MUCbMaMU: He
nepexogmTe Nno CCbl/IKaM U He OTKPbIBanUTe BAOXKeHUA. Jlyyle
Nepe3BOHUTE B KOHTAKTHbIN LeHTP 6aHKa, YTOObl NPOBEPUTH
MHbopMaumio.
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NMpumepbl moweHHU4Yeckux nucem n CMC

CoobLeHue co ccbiikamm

MoOLWEeHHMKM NCNONb3YIOT Halle to6oNbITCTBO B CBOMX Liensx. Bam
MmoxkeT NpunTn CMC C MHTPUTYIOWMM COAEPKAHMEM: BAM MOTYT
coobuaTb, YTO Bbl «BbIMTPAN Cynepnpmus» namn no3apasanaTb C
npasgHnKamu. Takme coobLEeHNS YaCcTO COAEPKAT CCbINIKK, MO
KOTOPOM Bam 06eLatoT 4ONOAHUTENbHYIO MHPOPMALMIO O BbIUTpbiLe
WA CCbINIKY HA CKauMBaHMe NO34paBUTE/IbHOM OTKPbITKK. [lenatb
3TOro He cneayer.

Mpwn nepexoae No 3TOM CCblJIKE Ha Baw TenedOoH AN KOMMbOTEP
MOXKET 3arpy3nTbCa NPuUAoKeHne ¢ BUPYCHbIM NPOrpamMHbIM
obecneyeHnem, nnm Bbl NONageTe Ha CanT-0BYLLKY, HA KOTOPOM NoA,
Pa3IMYHbIMN NpeasioraMm MOLEeHHUKU NONbITaloTCA NONYYUTb
NepCcoHa/ibHble AaHHble: NAEHTUOUKATOP M NAapPO/b ANA BXOAA B
NHTEpPHET-baHK, KoaoBOe CNOBO, HOMepa BaHKOBCKUX KapT, NMUH-
Koabl, CVV n gpyryto nupopmauymio.
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Kak pacnosHaTb moLueHHUKa no tenedoHy?

MoLleHHWKM YacTo BblAalOT cebs 3a coTpyaHMKOB BaHKa. Hanpumep, Bam Ha
MObUNbHbIN TenedoH 3BOHUT HE3HAKOMEL,, KOTOPbIN NpeacTaBafeTcA
CNeLnanncToM KAMEHTCKOM NOAAEPKKN UK CNYKObl 6e30nacHOCTU M NPOCUT
Ha3BaTb PEKBM3UTbI KAPTbl, NOAONTM K BAHKOMATY M CPOYHO BbINOIHUTb HECKO/IbKO
onepauuii. MpryKnHa, C ero cNoB, 0O4eHb cepbE3Han: cbon B 6ase AaHHbIX, yrpo3a
MOLLEeHHMYECTBA WK YTO-TO NogobHoe. 3a4a4a MOLWEHHMKA — HanyraTb Bac U He
AaTb BpeMeHW NpoaHaIn3npoBaTb CUTyaLMto, NOSTOMY OH ByaeT HacTauBaTb,
yTObbI Bbl BbINOAHMAN €ro TpeboBaHUA Kak MOXHO bbicTpee.

He Tepante 6auTenbHOCTU N TPe3BO OLEHUBaANTe npoucxogsaulee. Mpn 3BOHKe
Tene¢0|-|Hoe KNMEHTY coTpyAHUK CbepbaHKa:

MOLWWEeHHNYecTBo »  Bcerga 06paLLaeTCcA No UMEHU-OTYECTBY;
"  HWKOrZA He NPOCUT KOHPUAEHUMANbHbIE CBEAEHUA: NONHbIE
PEeKBM3UTbI KapTbl (Homep KapTbl, MUH- n CVV-kog), CVC-naponu

b6aHKa;

"  HuMKorga He TpebyeT coBepllaTb onepaLymn C KapToM.

[1nga KoHTakTa ¢ knueHtamm CobepbaHK cnornb3yeT Tpu HoMepa:

900 8 800 555-55-50 +7 495 500-55-50

Bcé o kubepbesonacHocTH



NceBpobpoKepbl U
ncesgoaunepbl
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Kak obe3onacutb cebsa ot
ncesaobpoKepos n ncesgoaunepos?

MOLLIEHHMKN perynapHo npegnaratot KameHTam BpoKepckme nam AnnepcKme ycayru, c
NMOMOLLbIO KOTOPbIX AKOObI MOYKHO NPEYMHOXUTb CBOW KanuTal U OCYLLECTBUTb
BbICOKOAOXOAHbIE MHBECTUUMU. MPKN STOM MOLIEHHUKN HE UMEIOT IMLEH3UIN Ha OCYyL,EeCcTBAEHNE
TaKoW AeATeNbHOCTU U K peasibHbiM BpoKepam UK gunepam He MMEerT HUKAKOro OTHOLWEHUA.
Nx uenb — BbIHYAWUTb KIMEHTA NEPEBECTU UM AEHEXKHbIe CPpeacTBa.

©

VAN
©

VAN

©
A

Ba>XHO 3HaTb

Mpesae Yem NepesoanTb AeHbrM KomnaHumn, yBeautecs,
YTO Yy HEe eCcTb NUUEH3WA HA OCYLLeCTENeHe BpoKepCKoi
WNW AUNEPCKOA AEATENBHOCTH.

Ecnu geHbrv nepeseaeHsl B KOMNEHWID,
3aperMcTPMPOBaHHYHD HA TEPPUTOPKUI APYToro rocyaapcTea,
TO CNOpE! NPUAETCA PEWETL B NPABOEOM None
WHOCTPaHHOIO rocyaapeTea, Tak Kak 3akoHbl PP Ha 3Tu
KOMNaHWK HE PacnpocTPaHAOTCA.

Ecnu Bel Nnepesend AeHLMM HA CHET KOMMNaHWK, BaHK He
CMO#ET MX BepHyTb. MNpouenypa chargeback,
npegycMoTPEHHAA NPABUNaMK NNATEKHBIX CUCTEM ANA
BO3BpaTa HeoDOCHOBaHHO CMWCAHHLIX CPEeacTs U
PEKNaMUPYEMAA MOLIEHHWKSMKW KK MEX3HWN3M 33aLLMTEI
VHBECTOPOE, B aHHOM CIyYyae He NPUMEHAESTCA, TK.
CMUCaHWE CO CYETOB MPOMCXCAWT N0 MHMUMATWUBE CamMKX
KNWEHTOB, M YCNyra no Nepesody CPeAcTE CO CHETA KapThl
Ha NUYHBIA CYeT ABNAETCA okaszanHoi. Kpome Toro, no
AeAcTeyrLWeMy 3aKkoHodaTenscTey PP DaHkm He
BMELUWBAIOTCA B JOTOBOPHbBIE OTHOLUEHWA MeRay
nnartenkbWWKamy M Nony4yaTenamMy cpeacTs, Npu 3Tom
3akgHogartenscTeo PP npeganvpyeT Haa npasunamu
NNETERHLIX CUCTEM.

@

A

©

A

@

MepeveHs pOCCUMIACKIX KOMMNAHWI, Y KOTOPLIX eCTh
COOTBETCTBYIOWAA NMLEH3MA, NPEACTABNEH Ha caiTe
LleHTpanbHore Daxka PP 8 CnpasoYHMKe y4acTHUKOB
MHAHCOBOTO PhIHKA.

(O3HaKOMWTBLCA ¢ OT3bIBAMW G KOMNAHWK W Y3HaTb O
PEANLHOM OMNbITE B3aMMOAEACTBHA C HEW MOHHO Ha
nNpothUnEHEIX caiTax/gpopyMax.

MpK NHeBBIX COMHEHWAX 3BOHUTE B KOHTaKTHBIA WeHTp
CHepbaHka Ha Homep 900 (c mobunsHore TenedioHa) unu
Ha HOMep, YKa3aHHLIA Ha oBpaTHOM CTOPOHE KapTel
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Kak obe3onacutb ceba ot
ncesgobpokepoB n ncesgoannepos?

KaK KAaneHTbl nONaaaloTca Ha YN10BKN MOLWLEHHUKOB

KnneHTy 3BOHAT M3 KOMMNaHUM, AKOObI NpeaoCcTaBAAIOLWEN
6poKkepcKkme nnn aunepckme ycayrm. Emy obewatot BbICOKUM
[,0X0/1, CYyLEeCTBEHHO Bbllle, YEM Y KOHKYPEHTOB.
MpennoxeHue KarkeTca KAMEeHTY 3aMaHuYMBbIM, U OH
cornallaeTcsa BOCNO/1b30BaTbCA YC/IYraMM 3TOM KOMMAaHUU U
nepeBecT AeHbIM Ha KapTy TPETbEro inua.

byabTe BHMMaTenbHbl! PeanbHble OpoKkepckmne nam gunepckue
KOMMNaHWUM He NPOCAT NepeBecTu CpeacTBa Ha KapTy TPETbEro
nnua. Ecam Bbl BbINOAHUTE TaKOM NepeBos, 0TO3BaTb CPeAcTBa
ye byaeTt HeBO3MOKHO.
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Kak obe3onacutb ceba ot
ncesgobpokepoB n ncesgoannepos?

YT06bI BbIBECTU YACTb AEHET, HYXXHO 3anaaTUTb

KnneHT 3apernctpmpoBanca Ha cante TOProBom nNaowagkm no
GUHApPHbIM ONUMOHAM, MOMOAHMA CBOU BanaHC 1 nony4un
yBeJOM/IeEHMNE O NoNYyYeHUU «BOHYCHbIX Aoxoa0B». OAHAKO
AN BbIBOAA 3TUX AEHer, HeobxoaMMO «MOBbICUTb CBOM
TOProBbIM CTATYC», T.€. BHECTU AOMONHUTENIbHYIO CymMmy. B
NTOre KAMEeHT BHOCUT BCce bonblue n bonblie cpeacTs, HO Tak U
HE NoJly4aeT BO3MOXKHOCTU BbIBECTM CBOU AEHbIN.

NMomHute! N3 peanbHOM BPOKEPCKON MU AUNEPCKOMN
KOMMNaHWUN KJMEHT BCEraa MOXKET BbIBECTU CBOWU CBOOOAHbIE
AEHeXHble CpeacTBa.
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Kak obe3onacutb cebsa ot
ncesaobpoKkepos n ncesgoaunnepos?

OcTopoKHO, notepen!

KNAMEHT HeBHMMATEIbHO YNTAEeT AOr0BOP, KOTOPbLIN
nognucbiBaeT ¢ AKobbl BpokepcKkor KomnaHuen. Korga KAneHT
MbITaeTCsA NONYYUTb CBOU AEHbIM, KOMMNAHUA OTKa3bIBaeT,
MNcespobpokepbi 1 CCbINAACh Ha A0roBOpP, FAe YKa3aHO, YTO KMEHT y4acTBOBa/ B
ncesaoaunepobl notepee. MNonyyaerca, YTO KAUEHTY «NPOCTO HE NOBE3/10» U OH
NPOUrpan CBOU AEeHbIU.

byabre 6autenpHbl! Bcerga BHMMaTENBHO YNTaUTe 40MOBOPDI,
KOTopble Bbl nognucbiBaeTe. Mpu ntobbix cOMHEHUAX bepuTe
Bpema Ha 6bonee aeTanbHOE U3ydYeHME LOKYMEHTOB.

Bcé o kubepbesonacHocTH
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KaK 06bMaHbIBalOT MOLLEHHUKU

Y3HaiiTe 0 pacnpPoOCTPaHEHHDbIX NPUEMAX 3/10YMbILL/IEHHUKOB
U He pgante um ceba obmaHyTtb

Cutyaumsa 1. «3BOHOK M3 cnyXKb6bl 6e3onacHocTH 6aHKa»

Bam 3BOHUT He3HaKkomel,

Homep BXxoAsLLEro 3BOHKa OYEHb MOXOXK Ha
HoMep 6aHKa, a 3BOHALMI NpeacTaBAAeTCS
«COTPYAHUKOM CNy*Kbbl 6e3onacHoCTK baHKay.

Y MOLWEHHUKOB eCTb BO3MOMHOCTb 3BOHUTb C
HOMEPOB, MOXOXUX Ha odULMaANbHBbIE HOMEPA
6aHKa, Hanpumep, Takux: +7900, +900

3/10YyMbILLIEHHUKM MOTYT NOMEHATb OAHY
undpy B HOMepe, KOTOPYHO Bbl HE 3aMETUTE U
noAymaete, YTo 3To 6aHKOBCKUIA HOMep.




Cnocobbl obmaHa

Bcé o knbepbesonacHoctun
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KaKk 06MaHbIBAalOT MOLUEHHUKM

Y Bac npocAT KOHPUAEHUMaNbHbIE AaHHbIe

MowweHHMK coobuaeT, 4To «baHK BbIABM/ NOAO3PUTENBHYIO OMEPaLMIO» UK «B
cucTeme npomsoLuen coomn».

OH npocuT y Bac nonHble gaHHble KapTbl, CVV- unm CCV-koga, kog ns CMC nnum
naponu ot CbepbaHk OHNANH. ITO HYKHO AKOObI «ANA COXPAHHOCTM BalLMX AEHEr».

Kak moLweHHUK MoXKeT Bac YGE)KAaTb

® «Mbl 3BOHMM C 0dULMANBHOTO HOMEpPA, NPOBEPLTE Ha CalTe.

* «B uenax KoHGMAEHUNANBbHOCTHM A BK/OYAI0 NPOrpammy-poboT, KoTopas 3aWwmTnT
BallW KOHPMAEHUMaNbHbIEe AaHHble» (Bbl CbILLMTE B TPYOKe NErKUI Wenecr).

e 1ns y6eaMTenbHOCTM OH Ha3blBAEeT BalUM NepcoHanbHble AaHHbIE U MPOCUT
nepeBecTU AeHbIN «Ha 3aLMLLEHHbIM CYET, KOTOPbIN 3aKpenNéH 3a NepPCOHasbHbIM
MEHEeAKEePOM — 3TO HY}KHO A1 6€30MNacHOCTM, @ MOTOM Bbl CMOYKETE BEPHYTb

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50




Cnocobbl obmaHa

Bcé o knbepbesonacHoctun

& CBEPBAHK

KaKk 06MaHbIBAalOT MOLUEHHUKM

Kak 3awmTtutb cebn

* 3anunwmnTte Homepa 6aHKa B aAPECHYI0 KHUTY cBOero TenedoHa:

900, 8 800 555-55-50

e Ecnuv 3BOHOK ByAeT ¢ Apyroro Homepa, oH 0TobpasnTca Kak
HEeM3BECTHbIMN.

* He coBepluanTe HUKaKUX onepauunii No MHCTPYKUMAM 3BOHALLEro. Bece
onepaunmn anAa 3aWmTbl KapTbl COTPYAHUK BaHKa AenaeT cam.

e Cpa3y 3aKaHumMBalTe pa3roBop. PaboTHMK BaHKa HMKOrAa He NONPOCUT
Y BaC CEKpEeTHble AaHHble OT KapTbl UNU MHTEPHeT-6aHKa.

e [lpoBepbTe, He BbIN0 N COMHUTENIbHbIX ONepaLmin 3a Bpems
pa3roBopa. Ecnm ycnenm 4to-10 COObWNTb MOLLEHHUKAM, Cpasy
no3BoHUTE B 6aHK Ha Homep 900 1 coobLLUTE O CNYYMUBLLEMCS.

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50
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Kak o06mMaHbIBalOT MOLUEHHUKU

Cutyaumua 2. «Mepesopg no owmnbke»

Bbl ocTaBuAM cBOE nmaA n Homep TeniePpoHa Ha canTe becnnaTHbIX
obbaBneHnmn

BcKope KTo-To npucbinaet Bam ¢ MobunbHoro tenedpoHa CMC,
noaaenaHHoe nog 6aHKoBCcKoe coobuieHne 06 onepauumu.

3atem c gpyroro Homepa npmuxoant CMC c npocbboit BEpHYTb AEHbIW.

MoLueHHUMKM ucue3aloT nocse nepesosa
Ecnv Bbl CAaMOCTOATENbHO CAeNaNuN NepeBos, AEeHbIM BEPHYTb He
nosyumTCA.

Kak 3awututb ceba

¢ [IpoBepbTe HOMep, ¢ KoToporo npuwna CMC.
® NMomHuTe: 6aHK npucbinaetr CMC Tonbko ¢ Homepos 900 nnu
9000.

* MpoBepbTe BanaHc cBOEN KapTbl, YTOObI yoeanTbes,
OENCTBUTENBHO Y AEHbIN NOCTYMUAM HA CYET.

e Ecan 3anogo3punm CMC-moLeHHMYEeCTBO, cpa3y obpatmTecsh K
CBOEMY NepCcoHaNbHOMY MeHeAXKepy UAN NO3BOHUTE B BaHK Ha
Homep 900, unm Ha Homep, YKa3aHHbIA Ha 06PATHOM CTOPOHE
KapTbl, "Mb0 yepe3 mobunbHoe npunoxkeHune CbO/1.
e [1nAa ynob6cTea BHewmnTe Homepa 6aHKa B TenepOoHHYHO KHU
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KaK 06bMaHbIBalOT MOLLEHHUKU
Cutyauun 3. «BpoKepcKkue unm gunepckue ycayrm»

«BbIrogHble UHBECTULUNY

BapuaHT 1. Bam 3BOHUT HE3HAKOMEL,, KOTOPbIN Ha3biBaeT ceba npeacTaBuTenem 6pPoKepcKoii
WA ANNEePCKON KOMMNAHWUK, NpeasiaraeT MHBECTUPOBATb AEHbIM N 06EeLLAEeT BbICOKUIA A40X04,
Bbl cornawaeTecb OTKPbITb CYET M CAMOCTOATE/IbHO NEPEBOANUTE AEHbIM HA KApPTy TPETLETO
nvua. MoweHHUKY NponaaaloT, BepPHYTb AeHbIM HEBO3MOXKHO.

BuHapHble onNLUUOHbI

BapuaHT 2. Bbl peructpmpyeTtech Ha caiite BUHapPHbIX OMNLWUOHOB.

Mocne nononHeHnA 6anaHca Bbl NOy4aeTe yBeAOMAEHWNE O NONYyYEeHUU «BOHYCHbIX 4OXOA0BY.
YT106bI BHIBECTM 3TW AEHBIM, BAM HY)KHO MOBbICUTb «TOPrOBbIM CTATyC». A 3TOro Bbl BHOCUTE
Ha CYET AOMNOAHUTENbHYI0 cymmy. MoOLWEeHHUKX NponaaaloT, BEPHYTb AeHbrM HEBO3MOXKHO.

KakK 3awuTuTb cebs

e [IpoBepbTe NnueH3uto. Mpexae Yem NnepeBoguTb AeHbrn BpokepcKoi
KoMnaHuu, ybeamTech, YTo y HeE ecTb AnLeH3nA. CMMCOK KOMNAHWUI C
NIMLEH3MAMM HA OCyLLEeCTBIeHMe BPOKEPCKON MU AUNEPCKOM AeATeNbHOCTH
ecTb Ha caiTe LleHTpanbHOro 6aHKka PO.

e [IpoBepbTE PeKBU3UTLI. PeanbHble BpoKepcKme nnm annepckue KomnaHum
He NPOCAT NepeBecTy CpeaCcTBa Ha KapTy 0bbl4HOro YenoBeka — ato byaet
MMEHHO CYET KOMMAHUMN.

¢ [To3BOHUTe B HaHK No Homepy 900, ecin NOAO3PEBAETE, YTO CTONIKHY/IUCH C
MOLUEHHMNYECTBOM.
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Kak o06mMaHbIBalOT MOLUEHHUKU

Cutyaumsa 4. «Onpoc ot C6epbaHKa»

Bbl nonyyaete nucbmo unu CMC o Tom, uto C6epbaHK npoBOAUT NoTEpPEID

Bam npeanaratoT NporTM ONPOC NO CCbI/IKE, Bbl K/IMKAeTe U NonagaeTe Ha
OULIMHIOBbIN CanT.

duwuHe — 3mo Ko20a y 8ac rnbimaromcs 8blyoumb CeKpemHyro UHGopmMayuro,
Hanpumep, Naposab om AU4YHO20 KabuHema.

® Bbl NnpoxoauTe «0Npoc» Ha CanTe, 1 3a 3TO Bam 06eLLatoT KPYyNHY Cymmy
BO3HarpaxkaeHua, Hanpumep, 150 Tbicay pybnei.

* Ho ansa noaTBepKAeHMA KapTbl U NepevyncieHma 60HYCcoB BaC NPOCAT
NepeyYncnnTb «3aKpenuTeNbHbIM NaaTeX» B paamepe 150 pybnen.

® Bbl OTNpasaseTe AeHbrMn, a NOTOM HE MOXKETe CBA3ATbCS C MOLUEHHUKAMM.

Kak 3awututb cebsn

e HactpoiTte 610KMPOBKY dasbLUMBbIX CAaUTOB B CBOEM Hpay3epe.
Koraa onnaymnBaeTe NOKYNKU B UHTEPHETE, NPOBepANTe agpec
canTa. Echm pomeH He coBnagaeT B TOYHOCTU C OPULMANIbHBIM
Ha3BaHMEM caliTa, He BBOAUTE AaHHbIe.

* BbibMpaiTe 3aWNLEHHOE MHTEPHET-COeAUHEHME. Aapec canTa
[O/IKEH HauynHaTbca ¢ bykB https, a He ¢ http, a B agpecHomn
CTPOKe A0/IKeH 0TObparkaTbCA 3HAYOK B BMUAE 3aKPbITOro 3aMKa.
e Moakntounte CMC-6aHK. OH noHaaobuTtca Ana NoATBEPKAEHUA
nnaTeXa naposiem ot 6aHkKa.
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

Ka)keTcs, meHa aTaKkyloT MOLWEHHUKN. Yto genatb?

CpOYHO NO3BOHUTE B KOHTAKTHbIN LeHTp CobepbaHKa Ha Homep 900 (c
MmobunbHoro TenepoHa) nnum 3anante B Coepbank OHNalMH, BbIbEPUTE
KapTy M HaxkmuTe «3abn0KNMpOoBaTb KapTy», NOC/E Yero No3BoHUTe B HaHK.

MHe npuwno CMC o Tom, 4TO MOIO KapTy 3abnokupoBanu.
Yro penatb?

MocmoTpute, ¢ KakKoro Homepa npuwno CMC:

® Ecnn coobuieHme npuwno c Homepa 900, no3BoHUTE B BaHK Nt0ObIM
yAob6HbIM cnocobom:

— B KOHTaKTHbIN LeHTp CbepbaHKa M3 MOOUABHOIO NPUNOKEHMUS
CbepbaHk OHNamH

— ¢ mobunbHoro TenedpoHa Ha Homep 900

— nnn c nroboro TenePpoHa Ha HOMEP, YKa3aHHbIN Ha 0O6paTHOM CTOpPOHE
KapTbl. COTpyaHMK BaHKa coobWMT Bam Aa/ibHeNLLNE AENCTBUA.

e Ecan cooblieHre NpuLao ¢ 4pyroro Homepa, BEpPOSiTHEE BCETO, ero
OTNPaBUAM MOLLEHHUKK. [Tepe3BaHMBATb Ha 3TOT HOMeP « A5
Pa36/0KNPOBKU» HENb3A. ECIM NOABUINCL COMHEHUS, AeNCTBUTENb
N Ballia KapTa 3ab610KMpPOBaHa, Bbl MOXKeTe NO3BOHUTbL B BaHK Mo
Homepy 900 1 yTOUYHUTL MHPOPMaLMIO.
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

MHe npuwno CMCo TOM, 4YTO NO Mmoeu KapTe npoeeaeHa
onepauuvd, HO A 3Ty onepauuio He cosepLuan. Yro ,qenaTb?

Ecnun Bbl 3apernctpmpoBaHbl B CbepbaHk OHNalH, NpoBepbTe NocneaHme
onepaumun B CBOEM TNMYHOM KabuHeTe nnm mobMAbHOM NPUNOKEHUN.
Ecnm Tam HeT TakoM onepaumun, HanUWKUTe Ham NPAMO cenyac. lMocne
storo yaanute CMC. Ecau e Bbl 4ENCTBUTENBHO BUANTE TaKYIO
onepaumio B UCTOPUM ONepaLmn, HO He COBEpLUANN e€, MO3BOHUTE B
6aHK NtobbIM YyA0OHbIM cnocobom: — B KOHTAKTHbIN LeHTp CbepbaHKa m3
MobunbHoro npunoxeHuna CbepbaHk OHNanH — ¢ mobunbHoro
TenedoHa Ha Homep 900 — mnaum c nroboro TenedpoHa Ha HOMeP,
YKa3aHHbIN Ha 06paTHOM CTOPOHE KapThl.

MHe npuwno CMC c Homepa 9000, a He 900. 9TO MOLUEHHUKN?

Het. C Homepa 9000 CbepbaHk nposoant CMC-onpoc o0 KayecTtse
0b6CcNyKMBAHMA N NPOBOAMT aKTyanmsaumo gaHHbix. CMC-onpoc
onsiayMBaeTca No TapuPHomy naaHy KnmeHta. CoobuweHmne moxKet
coaeprkaTb CCbl/IKY Ha onpoc CbepbaHka opros.sberbank.ru nam Ha
noptan LleHTpa HeaBuxnmoctn CbepbaHka Domclick.ru
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

YTo Aenatb, ecnm A NOTepPaAn UAK Y MEeHA YKpanu TenedoH, K KoTopomy
noakntouyéH CMC-6aHK?

B aToM cnTyauum Bam Hy»XHO 0b6paTUTbCs B 6aHK M NONPOCUTb BPEMEHHO
3abn0kmpoBaTb CMC-6aHK. 3aTem 3ab6/10KMPYNTE CBOO CUM-KaPTY Y
COTOBOrO onepartopa.

MHe no3BOHUA COTPYAHUK cnyKbbl 6e3onacHocTu CbepbaHKa n
coo6LWwmn 0 NONbITKAaX HEM3BECTHDbIX /IUL, CHATb AEHbIU C MOei KapTbl.
Mory nm a coobwatb emy Homep moei KapTbi?

Ecnv Bam 3BOHUT cOTpYyAHUK BaHKa, OH He byaeT 3anpalmnBaTb HOMep
Bawlen KapTbl, MNH-kog nan CVV2/CVC2-Koa, NOrMH, Naposb OT
CbepbaHk OHnanH nnm Kog n3 CMC. B aToM cutyaumnm npekpatute
Pa3roBop M N03BOHUTE B BaHK Nt0ObIM yA0OHbIM cnocobom:

— B KOHTaKTHbIN LeHTp CbepbaHKa M3 MOOUABHOIO NPUNOKEHMUS
CbepbaHk OHNamH,

— ¢ mobunbHoro TenedoHa Ha Homep 900,

— nan c nroboro TenePpoHa Ha HOMeEp, YKa3aHHbIN Ha 0O6paTHOM CTOpPOHE
KapTbl.
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

Kak onpeaenutb, UToO MHe 3BOHUT MMEHHO COTPYAHUK 6aHKa, a He
3/10YMbILUJIEHHUK?

Mpw 3BOHKe KANEHTY coTpyaHUK CbepbaHKa Bceraa obpallaerca no
MMEHWN-OTYECTBY; HUKOTAA He NPOCUT KOHPUAEHUMaNbHbIE CBEAEHUA:
NONIHble PEKBU3UTbI KapTbl (Homep KapTbl, MUH- n CVV-koa), CMC-
naponun 6aHKa; HMKOrga He TpebyeT coBepLlaTb onepauunii C KapTou.
MoMHUTE, YTO 3a4a4a MOLLUEHHMKA — 3acTaTb BaC BPACMN/IOX U He AaTb
BPpeMeHM NPOaHaAnU3NpPoBaTb CUTYyaLIMIO, NMO3TOMY OH ByaeT HacTamBaTb,
4TOObI Bbl BbINO/IHWAKM €ro TPeboBaHMA Kak MOXKHO bbicTpee.

Mory nu 8 nonb3oBaTbcA 6aHKOMaTOM, eC/IM OH 3aBUCaAET,
CaMonNpOoU3BO/IbHO Nepes3arpyKaeTca Ui Ha IKpPaHe NOABAAIOTCA
nopo3putenbHble N306paxkeHna?

Taknum 6aHKOMATOM N0/b30BaTbCA HENb3A. OTMEHUTE TEKYLLYIO
onepaumio, HaxaB KHONKY «OTMeHa», 1 40XKAMUTeCb BO3BPaTa KapThbl.
Ecnn 6aHKoMmaT He BO3BpaLWaeT KapTy, N03BOHUTE Ha Homep 900 uam no
TenedoHy, ykazaHHOMY Ha baHKomaTe. He oTxoauTe oT baHKOMaTa, NOKa
He BbIMONHUTE PEKOMEeHOAUNN COTPYAHMKA BaHKa.
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

Yto aenatb, ecnu 6aHKOMaT He BO3BpaLLAeT KapTy?

Mo3BoHUTE Ha Homep 900 nnn no TenedoHy, ykasaHHOMY Ha baHKomaTe.
He oTxoanTe ot 6aHKOMaTa, MOKa He BbIMOJHUTE PeKOMeHAaLU MK
COTPYAHMKaA baHKa.

MHe npuwwno c HesHakomoro Homepa CMC o0 Tom, YTO Ha MO cYeT
nepesegeHbl AeHbrn. A notom mHe npuwno CMC ¢ npocbboii ux
BEPHYTb, TaK KaK AeHbru nepesenu no owunbke. 1 mory BepHyTb AeHbru?

CbepbaHk otnpasnaer CMC TonbKko ¢ Homepa 900 nam 9000, coobuieHuns
O COBEpPLUEHHbIX Onepauuax c 4pyrmx HOMepOoB COBEPLLAIOT, KaK
npasnao, MoWeHHUKU. Ecam Bam npuwno CMC c gpyroro Homepa,
HanMwuTe Ham B popme 0bpaTHOM CBA3M U nepewnmntTe Ham Teket CMC.
Mocne storo yaannte CMC.

MHe npuwNa cCbiIKa Ha YCTAaHOBKY MOOGU/IbHOTO NPUNOXKEHUA
C6epbaHk OHNANH. A mOry ero yCTaHOBUTbL?

HeT, ycTaHaBAMBaTb NpUIoXKeHUA No ccbinkam n3 CMC-coobuweHuimn nnm
3/1eKTPOHHOW NMOYTbl HENb3A, AdXKe ec/n B CO0bLeHnN yTBepKAaeTcs,
YTO OHO M3 BaHKa. Micnonb3ynTe TONbKO 0PULMANbHbIE NPUNOKEHNA
6aHKa ans Android, iPhone, iPad n Windows Phone.



NMonynAapHble BONPOCHI

Bcé o kubepbesonacHocTH
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OTtBeTbl Ha nonynApHble BONPOCHI

Ona Bxoaa B UHTepHeT-6aHK CHepbaHK OHNAWH Yy MeHA 3anpaliuBaloT
Homep 6aHKOBCKOI KapTbl. fl mory ero BBecTu?

Het. Ana Bxopa B C6epbaHK OHNAMH HYXKEH TONIbKO NOTUH, TNYHbIN
naponb Uan ogHopas3osbir naponb n3 CMC. Ecam Ha cante
3anpalwmBatoT tobyto ApYyryto NnepcoHaNbHY0 MHGOPMaLULo,
Hanpumep, Homep BaHKOBCKOM KapTbl AU MOBUAbHOrO TenedoHa,
NOKUHbTE CalT N CPOYHO obpaTmuTech B BaHK.

MHe npeanoXKunm npoaatb Moo 6aHKOBCKYIO KapTy. OueHb
BbIroAHOE NpeanoXKeHue, A MOTy Ha Hero cornacuTbca?

He cornawaiitecb, €€ MOryT UCNONb30BaTb B MOLIEHHUYECKUX LIENSX.
MpaBooXpaHUTE/IbHbIE OpraHbl B NepPBYIO ouepeab byayT npoBepaATb
B/1ae/1bLia KapTbl Ha NPUYACTHOCTb K MPECTYN/EHMUIO.
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

MHe npuwno nogo3puTesibHOE MUCbMO HA 3N1eKTPOHHYIO NoYTy. KaK NOHATD,
MOLUEHHUYECTBO 3TO WU HeT?

B nepsyto ouepenb ob6paTMTe BHUMaHME Ha NoYTy oTnpasutens. Kak npasuno,
MOLLEHHUKN MCNONb3YIOT 006LWEeA0CTyMHbIE NOYTOBbIE AOMEHbI U/IX MOKYNatoT
[OMEHbDI, MOXOXMe Ha odMUMaibHbIE AOMEHHbIE UMEHA KOMNAHWUI, YTOObI
BBECTM NOAyYaTeNa NMUcbMma B 3abnyaeHue.

Bac A0/1’KHO HAaCTOPOXKUTb, EC/IN TEMA, KOHTEHT NUCbMa UKW Ha3BaHUe Gpannos
Nnoby»KAatoT BaC K HeMea1eHHOMY AEeNCTBUIO: MePENTU MO CCbI/IKE, HaXKaTb Ha
KHOMKY, OTKPbITb $aiin, HemeaneHHO OTBETUTb Ha NUCbMO.

Ba)KHO TaKe 06paTUTb BHMMaHME Ha obpalleHne u NoANUCh B MUCbME: eCu
OHW 6e3/1nMYHbIe, BbICOKA BEPOATHOCTb 06MaHa. KoHTaKTbl An1a 0bpaTHOM CBA3M
B TAKOM MMUCbMe MOTYT BbITb HE4O0CTOBEPHbI, NO3TOMY NPOBEPbLTE UX Ha
opMuUMaNbHOM CanTe KOMMNAHUMN.

He nepexogute no cCblIKaM U HE K/IMKaNTe Ha NoA03pUTe/IbHbIE 0O BEKTHI.
HaBeauTe Kypcop Mbiln Ha NOA03PUTENBHYIO CCbIJIKY AN 06BEKT, YTOObI
YBMAETb, Kyaa OHa Be4ET Ha camom aene. CpaBHUTe agpec C agpecom
opMUMaANbHOro CaTa KOMMNAHUMN.

ByabTe OCTOPOXHbI C BIOXKEHUAMM: OTKPbIBANUTE TO/IbKO T€ U3 HUX, KOTOPbIE Bbl
XA3NN OT CBOMX aZipecaTos.

He BBOAUTE CBOM KOHOUAEHUMANbHbIE AaHHbIE, IOTUH M NApPO/b HA
NoA03PUTENBHbIX CAalTax MU B KakKne-nnbo aHKeTHble popMbl.

He oTBeyalTe Ha nogo3puTe/ibHbie MUCbMa.
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OTtBeTbl HAa NONyAApPHbIe BONPOCHI

Mpu onnaTte NOKYNKKU Ha caiiTe A BBeN HOMep cBoeu KapTtbl u CVV.
MHe Hanucanu, 4To NpousoLwNa ownbKa n 4NA OTMEHbl onepauuu
meHA npocart coobwmutb CMC-kog. MOXHO 1M MHe ero oTnpaBuUThb?

HeT. HUKorga He BBOAUTE «NApOaM ANA OTMEHbl onepaunm» U He
coobuwarte HUKomy CMC-koabl. O6 3TOM MOryT NONPOCUTb TO/IbKO
MOLUEHHMKWN. ECIN Bbl C 3TUM CTONKHYINCL, MOKUHBTE CAalUT U CPOYHO
obpatuTech B HaHK.

MHe npuwno coobuweHune o Tom, 4yto C6epbaHK NposBoOAUT N0TEpPEIO U
npegaaraeT NpoimTn onpoc. 1 nepewweén No ccbiIke, OTBETUA HA
BOMPOCbI, U TeENepb MeHA }AeT npus. Mory au a noaTBepAUTb CBOIO
KapTy U NPOM3BECTU «3aKPENUTE/IbHbINA NNATEX» ANA NepeyncieHunsn
BO3HarpakgeHua?

Hu B Koem cny4yae. 9TO pacnpoCTPaHEHHAA CXeMa MOLLUEHHMYECTBA,
Korga oT MMeHM 6aHKa MOLIEHHMKM HanpaBAAOT CCbIZIKM Ha
buLWMHroBble canTbl. He nepexogmTte No Nog03PUTENIbHBIM CCbIJTKaM,
npu ntoboi onnaTte B MHTEPHETE NPOBEPANTE agpec canTa n BBoaguUTe
AaHHbIE TO/IbKO eC/IN OMEH TOYHO coBMnagaeT ¢ odULMANbHbIM
Ha3BaHMEM cauTa.



&) CBEPBAHK

«

OTBeTbl HA NonynApHbIe BONPOCHI

Al ctan cenperenem moweHHu4ecTea. Yto genatb?

Hanunwwute no agpecy fraud@sberbank.ru , ecnn ctanm ceBngetenem
Nt060MN MOLLIEHHMYECKOW AeATeNbHOCTU, Hanpumep:

€C/in Bbl OOHaAPYKUIN CaUT C COMHUTE/IbHbIMU GUHAHCOBbLIMMU
npeasioXKeHnAMM,

r4e MOLIEHHUKKN CKpbiBatoTca nog 6peHaom CoepbaHKka M BBOAAT B
3361y aeHne noTpebutenen;

ecnu Bam npuwno nogosputensHoe CMC coobuieHune, Akobbl OT 6aHKa,
O NpoBeAeHun onepaunmn n TpeboBaHnem NO3BOHUTD;

eC/1n Bam 3BOHUIN MOWEHHUKU U NbITAa/ZIUCb NMNOJIY4NTb NMNEPCOHA/IbHbIE
AadHHbIE,

€C/IM Bbl NONYYNI COMHUTENBbHOE MMCbMO, BO3MOXHO cogeprKallee
BMPYC WU/IN CCbIJIKY Ha UCTOYHMK PAacnNpOCTpaHEHUA BUPYCa;

€CNM BaM M3BECTHbl HOMepa KapT, MCNO/ib3yeMble MOLIEHHMKAMU ANA
XULLEHUA OEHET;

€C/In Bbl OOHaPYKUIN YA3BMMOCTb Ha OAHOM M3 NYBANYHbIX OHNANH-
cepsucos CbepbaHka: CbepbaHk OHnanH, CbepbaHk bnsHec OHNamH
cant sberbank.ru n gpyrumx.



NMonynAapHble BONPOCHI

Bcé o kubepbesonacHocTH

% CBEPBAHK

OTtBeTbl Ha nonynApHble BONPOCHI

fl notepAan cBoto 6QHKOBCKYIO KapTy. YTo MHe aenatb?

Ecnu Bbl noTepsan KapTy AN Noao3peBaeTe, YTO Ball CYET aTaKytoT
MOLUEHHWKWN, CPOYHO €€ 3abnokupyiTe. na 3TOro Nno3BOHUTE B
KOHTaKTHbIN LeHTp CbepbaHka Ha Homep 900 c mobunbHOro TenedoHa.
Nnun 3ananTe B HTEPHET-6aHK nam mobunbHoe npunoxeHune CoepbaHk
OHNaMH — HaAUTe HYXKHYIO KapTy M HaXXmuTe «3abi10KMpPoBaTb»



O

CbEPBAHK
Beeraa pasom

Bnarogapum 3a eHuMakIZE!
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